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09.00 - 12.00 = CYBER SECURITY ® Introduction to cyber security
INTRODUCTION AND B Different between information security and cyber
OVERVIEW security

®  Cyber security objectives
®  Cyber security roles
®  Cyber security domains
13.00 - 16.00 = CYBER SECURITY CONCEPT  ® Risks
®  Common attack types and vectors
®  Policies and procedures

®  Cyber security controls
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09.00 - 12.00 = SECURITY ARCHITECTURE ®  Overview of security architecture
PRINCIPLES ®  The OSI model
B Defense in depth
" Firewalls
® Jsolation and segmentation
®  Monitoring detection and logging
®  Encryption
13.00 - 16.00 = SECURITIES OF NETWORKS, ® Risk assessment
SYSTEMS, APPLICATION " Vulnerability management
AND DATA ®  Penetration testing
®  Network security
®  Operating system security
®  Application security
®  Data security
Fufi 24 wwey 2565
09.00 - 12.00  INCIDENT RESPONSES " Event VS incident
B Security incident response
® Investigations, Legal Holds and preservation
®  Forensics
® Disaster Recovery and Business Continuity Plan

13.00 - 16.00 Workshops
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